"ALIKHAN BOKEIKHAN UNIVERSITY" XABAPIHIBICHI, Ne 3 (54), 2022
MPHTH 10.27.01 DOI 10.48501/6087.2022.13.25.008

!Kaishataeva A.K., ‘Bokayev Zh.T.
Alikhan Bokeikhan University
Kazakhstan, Semey
e-mail.ru: aselkz@list.ru

ISSUES OF LEGAL IDENTIFICATION OF DIGITAL ASSETS IN THE CONTEXT
OF OBJECTS OF CIVIL RIGHTS

Annotation

Digitalization is an integral part of all processes of modern life. Digital rights, digital assets, cryptocurrencies
are the tools without which the development of the modern economy is impossible. At the same time, the development
of digital tools, along with positive impacts, can also lead to negative consequences. Effective legal regulation of these
objects, a reasonable definition of their legal nature and based on this adequate application of existing legal
mechanisms is an important task for any state.

In this article, we propose to consider the legal possibilities for identifying digital assets as objects of civil
rights, by understanding the features of digital assets.

The study aims to explore factors that indicate that the application of digital asset technologies, including
blockchains and cryptocurrencies, requires a rethinking of the traditional understanding of property rights.
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Bonpocs! npaBoBoii HaeHTH(UKANUN HUPPOBBIX AKTUBOB B KOHTEKCTE

00bEKTOB I'PAKIAHCKUX NIPAB

AHHOTALUA

HeorpemieMoil yacTpio BCeX MPOIECCOB COBPEMEHHOM KHM3HHU siBisieTcs: nudposusanus. L{udpossie mpasa,
HU(POBBIE aKTHBBI, KPHUIITOBAIIOTA €CTh WHCTPYMEHTHI, 03 KOTOPBIX HEBO3MOXHO pa3BUTHE COBPEMEHHOMU
9KOHOMHUKH. [Ipu 3TOM pa3BuTHE HU(GPOBBIX UHCTPYMEHTOB HAPSLy C MOJIOXKUTEIBHBIM BIMSHUEM, MOXKET IIPUBECTH
U K HETaTUBHBIM MOCIEACTBUAM. D(PPEKTHBHOE PABOBOE PETYIUPOBAHNE STUX 0OBEKTOB, PA3yMHOE OIIpeIeIeHUE UX
IOPUANYECKOI CYIHOCTH M OCHOBAaHHOE Ha 3TOM aJIeKBaTHOE MPUMEHEHHE NMEIOIINXCS MPABOBBIX MEXaHU3MOB - €CTh
BaXKHasl 3a/1a4a Juisl Jr000ro rocyaapctsa. B 1aHHOM cTaThe MBI IIpeAIaraeM pacCMOTPETh FOPUANYECKNE BO3MOKHOCTU
UACHTUQUKAINU HU(BPOBBIX AKTUBOB KaK 00BEKTOB I'PaXKJAHCKUX MPAaB, pa300paBIIKCh B OCOOCHHOCTSAX HU(PPOBBIX
akTHBOB. lccienoBaHWe HamnpaBIeHO Ha H3y4deHHE (AKTOPOB, YKa3bIBAIOIIMX, YTO IMPUMEHEHHE TEXHOJIOTHH
IU(POBBIX aKTHBOB, BKJIIOYasi OJIOKYCHHBI M KPUITOBAIIOTY, TpeOyeT NepeOCMBICICHHUS TPAAUIIMOHHOTO TOHUMAaHNUS
IpaB COOCTBEHHOCTH.

KarouesBble cioBa: 1MpoBOi aKTUB, KPUIITOBATIOTA, OJIOKUYEIH, MMYyIIECTBEHHBIE IIPaBa, HH(GOPMAIIOHHBIH
TEXHOJIOTHH
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A3aMaTTBIK KYKBIKTAP 00beKTijIepi KOHTeKCTiHAe HH(PPJIBIK AKTUBTEPIi
KYKBIKTBIK aHBIKTAy MJceJesepi

AHHOTaNUs

Hudpnanaeipy Kasipri emipliH OaplIbIK MPOIECTEpiHiH axbIpamac Oeuiri Gosbim Tabbutanbl. [udpabik
KYKBIKTap, HU(PIBIK aKTUBTEP, KPUNTOBANIOTANAP Ka3ipri 3aMaHFbl 9KOHOMHKAHBIH AaMybl MYMKIH eMec Kypangap
6oubin TadObanel. COHBIMEH KaTap, UM(PIBIK Kypanaap/sl AaMbITy OH 9CEpJIepMEH Karap >KarbIMChI3 cajijgapra Ja
oKenyl MyMKiH. by oObexTinepti THIMAI KYKBIKTBIK PETTEY, OJNapblH KYKBIKTHIK TAOUFAaThIH HETi3/l1 aHBIKTAY JKOHE
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OChbIFaH HeFi3IL€HI‘eH KOJAaHbICTarbl KYKBIKTBIK TCTiKTCpﬂi 6apa6ap KOJIAaHYy KE€3 KCJII'CH MEMIJICKET YIIIIH MaHBbI3 bl

MiHIET OOJIBI TaObLIAIBI.

Bbyn makanana muQpiblK aKTHBTEP/IH €pEeKLICTIKTEpiH TYCIHE OTBHIPHIN, HUQPIBIK aKTUBTEPAl a3aMaTThIK
KYKBIKTap O0BEKTIIepi PETiHAC aHBIKTAY IbIH 3aHIbl MYMKIHIIKTEPiH KAPACTHIPY bl YCHIHAMBI3.

3eprrey OnoKYeHHAEpP MEH KPUNTOBAIIOTANAPIbl KOCa alfaHia, HU(PIBIK aKTHUBTEP TEXHOIOTUSIIAPHIH
KOJIZIaHy MEHIITIK KYKBIFBIHBIH IOCTYPJTi TYCIHITIH KaiiTa Kapay sl TaJIal eTeTiH (pakTopaapasl 3epTTeyre OarbITTalFaH.

Tyiiin ce3aep: mHPPIBIK aKTHB, KPUITOBATIOTA, OJTOKYEHH, MEHIIIIK KYKBIFBI, aKIapaTTHIK TEXHOJIOTHsIAp

Introduction

Information technologies permeate all
spheres of human activity, and the economy is
no exception. The development of the digital
economy in general and digital technologies,
in particular, has led to the emergence of a
new concept - "digital asset” - and the rapid
development of the processes associated with
it. Cash, which used to exist in the form of
banknotes, and coins, now also exists in the
form of digital currency, namely
cryptocurrency. The use of the term "digital
asset" in the modern sense is primarily caused
by the emergence of cryptocurrency and
blockchain technology. Blockchain is a
distributed registry, which is a sequential
chain of transaction blocks built according to
certain rules, where each subsequent block
contains information about the previous one.
Simultaneously with the advent of the concept
of "cryptocurrency", the concept of "token"
also came - an entry in the register of
transaction blocks (blockchain), which
certifies that the owner of the token has rights
to objects of civil rights and (or) is a payment
unit. In connection with the emergence of new
forms and objects, the question arises of the
legal identification of these digital objects.
The concept of distributed ledgers of digital
transactions and/or records is not universal
and conflicts with established legal structures

[1].

The legal regime of digital assets and
digital currency is different - in some
countries of operation, digital assets are not
recognized as separate objects, other
countries have legalized digital assets, and
cryptocurrency, introducing them not only
into the financial system but also giving them
the status of separate objects of legal
relations.

At the initiative of President Kassym-
Zhomart Tokayev, the development of projects
in the crypto industry in Kazakhstan was
launched. Article 115 of the Civil Code of the
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Republic of Kazakhstan was supplemented
with the concept of "digital asset” - this is a
type of material good (property), the turnover
of which is regulated by the regulatory legal
acts of the Republic of Kazakhstan and the
acts of the Astana International Financial
Center (hereinafter referred to as the AIFC.)
[2] When a new object of law, there are two
options for its regulation: such an object will
be subject to the legal regime of the object that
is closest in terms of characteristics, or it
becomes necessary to introduce a new legal
regime for such an object.

In this article, we propose to consider
the legal possibilities for identifying digital
assets as objects of civil rights, by
understanding the features of digital assets.

Hypothesis: a rethinking of the
traditional understanding of property benefits
and rights through the prism of digitalization
IS required.

Methods: Desk research methodology
was used as the methodological basis of the
study. When studying the literature, a
systematic approach was used [3], based on
the consideration of legal instruments for
regulating digital assets. In the study of the
meaningful meaning of the legal norms used
in the article, the methods of legal linguistics
were used, and the methods of comparative
analysis of the legal norms of foreign
legislation were also used.

Results and discussion

The Kazakh cryptocurrency exchange
Intebix (Biteeu Eurasia) and the Eurasian
Bank conducted the first joint transaction to
buy bitcoin for fiat. The Eurasian Bank also
announced plans to issue a crypto payment
card by the end of the year, which could be
accepted in stores. The operation itself will
be carried out in tenge from the account
associated with the client's account on the
Intebix exchange [4].
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According to the legislation of the
Republic of Kazakhstan [5], a conceptual
apparatus has been introduced about digital
assets and their legal essence, so a digital asset
is a property created in electronic digital form
using cryptography and computer computing,
which is not a financial instrument, as well as
an electronic digital asset. form of the
certificate of property rights. The digital token
is a type of digital asset, which is a digital
means of accounting, exchange, and
certification of property rights.

On June 25, 2020, the Law of the
Republic of Kazakhstan “On Informatization”
was supplemented with Article 33-1, which
identifies secured and unsecured digital assets

[6].

Secured digital assets - a digital token
and other digital assets that are a digital means
of certifying property rights to goods and (or)
services issued (provided) by the person who
issued the secured digital asset. The release of
a secured digital asset is carried out by making
an entry in the information system by its owner
or owner about the rights certified by the
secured digital asset, following the agreement
between the owner or owner of the information
system and the user who is the person issuing
the secured digital asset.

A person carrying out activities for the
issuance of digital assets, organizing trading in
them, as well as providing services for the
exchange of digital assets for money, valuables
and other property is the owner of the property
or another person who owns the rights certified
by the secured digital asset.

Unsecured digital assets are tokens for
participating and maintaining consensus in the
blockchain system, such assets are not secured
by anything, and often their issuer (the person
issuing digital assets) is unknown. Unsecured
digital assets include such types of digital
assets as bitcoin and Ethereum.

The circulation of unsecured digital
assets in Kazakhstan is prohibited, however, as
of today, administrative or criminal liability for
violation of this rule is not provided.

Considering the legal nature of digital
assets, | would like to cite the opinion of
Suleimenov M.K. [7], who, under the
construction of the norm of civil law on the
attribution of digital assets to objects,
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understands them as types of property. “This
definition is incorrect and legally illiterate,”
sums up the scientist. First, the term “digital
assets” itself is incorrect. There is no term
"assets” in civil law. These are terms from
financial and  accounting legislation.
Therefore, if we talk about assets, then we will
have to use the term “digital property”, which,
according to Suleimenov M.K., sounds
unacceptable. Secondly, according to the
formula applied in the project, any property,
that is, things, can be classified as digital
assets. There is no need to prove the absurdity
of this assumption. Things cannot be digital
assets. They can only be property rights.
Thirdly, the statement that digital assets are
property, except for money and personal non-
property rights, is illiterate. As for personal
non-property rights, they have nothing to do
with property, because they are non-property.

Thus, the inclusion of the term “digital
assets” in the Civil Code is unacceptable. The
inclusion of the term “digital rights” is also
very doubtful, this is not an independent right,
but a form of existence of claim rights.

Moreover, it is quite clear that the
concept of "digital asset" is very broad, and to
determine the legal essence of this issue, it is
important to dwell on the special features of
this object.

First, transactions with digital assets are
provided by the telecommunications network
and electric networks. A distributed data
ledger allows you to ensure the transparency
of transactions and protects against forgery.
Based on the absence of borders for
information and telecommunication
technologies, the issue of interstate regulation
of these objects and finding an effective legal
mechanism for the protection of relevant
rights is quite complicated [8].

Second, the legal fate of a digital asset
is determined by its owner without the use of
intermediaries. As an intermediary Laptev
V.A. [9] defines the Internet provider,
however, in our opinion, it is rather a
technical tool that does not have any rights.
The release of a secured digital asset is carried
out by making an entry in the information
system by its owner or owner about the rights
certified by the secured digital asset,
following the agreement between the owner
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or owner of the information system and the
user who is the person issuing the secured
digital asset. The person carrying out the
activities of issuing digital assets, organizing
their trading, as well as providing services for
the exchange of digital assets for money,
valuables and other property is the owner of
the property or another person who owns the
rights certified by the secured digital asset [5].

The third issue is the confidentiality of
transactions with digital assets. The digital
fingerprint is a confirmation of the
transaction, however, the confidentiality of
the participants will be preserved and
identification of the person who made the
transaction is impossible. Anonymity, in
addition to the use of electronic means of
signature, is ensured by the creation of a
special digital account, on which digital assets
are accumulated. There is one negative point
that is difficult - this is the loss of a personal
password from a digital wallet. In this case,
the digital asset falls out of civil circulation.
While maintaining the electronic form and
electronic media, the possibility of using this
object does not exist, the main feature of the
object of civil law is lost - this is the
possibility of using and the defense capability
of property.

The Republic of Kazakhstan, like many
countries, has taken the path of securing legal
tools for identifying participants in digital
transactions. The turnover of a secured digital
asset in Kazakhstan is carried out by
certifying and transferring rights to secured
digital assets, as well as encumbrance with the
rights of third parties, including the
alienation, acquisition, exchange of digital
assets for electronic money, valuables, and
other property, by entering information into
the information system, under the agreement
between users of the information system.
Entering into the information system
information about the transfer of a digital
asset or rights to it is allowed under the
following conditions:

1) the person who entered the
information has access to the information
system of the person engaged in issuing
digital assets, organizing trading in them, as
well as providing services for the exchange of
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digital assets for money, valuables, and other
property on a distributed data platform;

2) the information system of a person
carrying out activities for the issuance of
digital assets, organizing trading in them, as
well as providing services for the exchange of
digital assets for money, valuables, and other
property on a distributed data platform, meets
the requirements established by law.

Conclusion

Modern digital technologies have forced
us to reassess the issues of classifying objects
as material. The application of digital asset
technologies, including blockchains and
cryptocurrencies, requires a rethinking of the
traditional understanding of property rights.

With the development of this kind of
technology, it is not legal regulation that comes
to the fore, but technological regulation. The
absence of intermediaries, and the exclusion of
human influence on transactions makes this
area of investment attractive and does not
require legal regulation. This is also confirmed
by the fact that the legislation of many
countries, including Kazakhstan, is more likely
not aimed at validation or confirmation, but
rather at identifying participants to legalize
circulating funds through blockchain and
digital currency.

Also, the issue of restoring digital assets
lost for technical reasons, and the issues of
misappropriation of digital assets through theft
of passwords, remain open. In this case, it
should be borne in mind that even when
developing a legislative solution to this issue,
the question of technical possibilities for
implementing legislative procedures remains
open.

Here | would like to agree with the
opinion that modern digital technologies used
in the digital economy indicate the need for a
detailed and speedy legal assessment of
technological processes [10].
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